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MHOTropyHKLMOHANbHBIN KOMMNNEKC CeTeBO 3aWuThl

Diamond VPN/FW

CEPTUOUNLUUPOBAHHOE OTKA3OYCTOMYUBOE PELWLEHWUE
CETEBOM 3AWUTbl MKC3 «DIAMOND VPN/FW»

MHOrogyHKUMOHANbHbIA KOMMMEKC CETEBOW 3alluThbl
Diamond VPN/FW (ganee - MKC3 «Diamond VPN/FW »)
nosponset apdekTMBHO pewaTtb 3agavm no obecneve-
HWI0O CeTeBOM 3awuTbl: KpUNTOrpaduyecky 3awuTy
kaHanoB nepepayvu faHHbix (L2overVPN/L3overVPN)
C NPUMEHEeHMEM OTEeYEeCTBEHHbIX Kpuntorpaduyeckmx
anropMTMoOB, MeXCeTeBOe 3KpaHWpOBaHWE B pexume
KomMMyTatopa (Mpo3payvyHbii pexum) M B pexume
MaplwpyTu3atopa, cuctemy obHapyxeHus u npeport-
BpalweHusa sTopxeHun (COB/CIB).

MKC3 «Diamond VPN/FW» nmeeT MHTYUTUBHO NoO-
HATHBLIN rpaduyecknn wnHTepdenc [Nsa HaCTPOWKMK
M ynpaBneHus dyHKkunamum 6Ge3onacHoCTM U nerko
uHTerpupyetca B nbylo ceTeByl WHPPACTPYKTYpy
npeanpuatusa. Yctponctea MKC3 «Diamond VPN/FW »
MOTyT O6bITb OObeANHEHBlI B €4UHYI0 TPYNNy NOAYNHEH-
HbIX YCTPOWCTB NOA ynNnpaBneHneM LeHTpanM3oBaHHOW
nnatdopMbl ynpaBneHus n moHmTtopuHra (LYM). LLlYM
no3BoNnseT HacTpauBaTb, yNpaBnATb W OCYLIECTBNATb
MOHUTOPUHI MOAYMHEHHbBIX NMPOrpamMMHO-annapaTHbIX
KOMMNMNEKCOB C €4UHON KOHCONY ynpaBleHuns.

[Mbkasa mopynbHas apxutekTypa no3BonseTr addek-
TUBHO peanu3oBbiBaTb Jtobble nonuTukm 6Gesonac-
HOCTW.

AnnapaTtHaa n nporpammHaa nanatpopmbl
AnnapatHbele moaynun MKC3 «Diamond VPN/FW »,
npenHasHa4YeHHble WCKIMYUTENbHO ANs YCTAHOBKM
Ha HWUX CPEeACTB 3awutbl MHPoOpMauuu, pas3duThbl
Ha Cepuun CO CXOOHBIMWU TEXHUYECKUMU XapaKTepuc-
TMKamMn B 3aBUCUMOCTU OT apXUTEKTypbl mpoLeccopa
N CKOPOCTU BbIMOJNTHEHUSA LeNeBbiX PYHKLMUIA CpencTs
3awWwmnTbl. Beibop n BkNoYeHMe annapaTHbiX NnaTtopm
B COCTaB CeEpUI OCYLLECTBMASETCS MO MPUHLUUMNY ONTU-
MallbHOro COOTHOLWEHMUS LeHa/kayecTBo.

MKC3 «Diamond VPN/FW» Ha annapaTHon nnaTtdop-
Me C apxuTekTypoh npoueccopa RISC obbeaunHeHbl

B 0AHY ceputo c Homepom 0, Ha annapaTHou nnaTtgop-

Me C apxXuMTeKTypoW npoueccopa x86 - pas3buTbl Ha 7
cepun ¢ Homepamu 1 — 7, Ha cneynannM3anpoBaHHON
annapaTtHoi nnatpopme — oObeAWHEHbI B Cceputo
c Homepom 10. YcTponcTBa M3 CEPUN C HOMEpPaAMMU
0 —7 pyHKUMOHMpPYOT nog ynpasneHnem OC Linux.

Yctponictea MKC3 «Diamond VPN/FW» mMoryt mmeTtb
HaCTONIbHOE UK CTOEYHOE UCMONTHEHMNE, a TakXe MOryT
ObITb BbLIMOMIHEHbl B cneunanbHOM GopM-dakTo-
pe NN NPOMbILUINEHHOM UCMOJTHEHUN.

YctponcTtea 0- m 1-h cepuim MMeT HACTOSIbHOE UK
cneunanbHoe ucnonHeHue, yctponctea MKC3 «Dia-
mond VPN/FW» 2-1 cepunm uUMeT HacTonbHOE unwu
cToeyHoe wucnonHeHue, yctpornctea MKC3 «Diamond
VPN/FW» ¢ 3-n no 7-t0 n 10-9 cepumnm MMerT CToOevyHoe
ncrnonHeHue.

KniouyeBble pyHKLMOHANDbHDbIE
BO3MOXHOCTH

= BbICOKOCKOPOCTHOE WndpoBaHne B KaHanax CBsi3u

m [loppepxkalL2overVPN, L3overVPN

= MexceTeBOW 3kpaH B pexume pabotbl L2/L3

m Cuctema obHapyxeHuUsa n NnpefoTBpaLLEHNS
BTOpPX€eHUM (kpome 0-n n 1-ncepun)

KnwoueBble npemmyuw,ecrtsa

m Bbicokas ckopocTb WnugpoBaHus

= Hwuskaa BHocumasn 3agepxka o 2 Mmc

= Bbicokasi HaeXHOCTb KOMMNOHEHTOB
N UX pes3epBUpoBaHue

m PasmeweHwne B ctonke (kpome 0-n n 1-icepun)
= MakcumanbHas NNOTHOCTL NOPTOB (6-9 1 7-9 cepun)

= YeTbipe AONONMHUTENBHBLIX MOAYNSA paCLUIUPEHUS
(6-9 1 7-a cepun)

m Brbicokas OOCTYNHOCTb U MaCLIJTaGVIpyeMOCTb
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Cuctema Kpuntorpadmuyeckoim sawmuThl
3awunTta uHpopmaLumMm B KaHanax CBA3M OT Henpaeo-
MEepHOro poctyna u MOAUMUUMPOBAHUA OCYyLLeCT-
BnsieTcs cepTUdULUPOBAHHBIMU CPeaCTBAMU KPUMNTO-
rpacpuyeckonn 3awmnTtbl MHPopmauum Dcrypt (CK3U
«Dcrypt 10 v2»).

3awmnweHHoe coeanHeHuWe ycTaHaBnuMBaeTcsa Ha 4
ypOBHe CcTaHAapTHOM ceTeBOW MoJenu no npoTo-
kony UDP. lNMpwn nocTtpoeHun coeanHeHna yepes NAT
He TpebyeTca OoOMNoONHUTENbHaA MHKancynsauusa ceTe-
BOoro Tpadwuka. MNpun HacTporke 3aWULEHHOrO coe-
OWHEHNS BO3MOXHO 3ajaHWe HEeCKONbKUX To4vek
Ans nogkntoveHnsa, 4to obecneymBaeT AOMNOMNHUTENb-
Hbll MexaHusm pesepBupoBaHunsa. [ogaepxunsaeTcs
BO3MOXHOCTb perynupoeatb BpEeMeHHble TanMepsl,
4YTO NO3BONIAET OpPraHW30BbIBATb HajexHble, 3awu-
LWeHHble coeAuMHeHUss npu  6GOoMNbLWKUX BHOCUMBIX
3ajepxkax U HecTabunbHbIX KaHanax nepepavn gaH-
HbiX. 3awueHHoe CcOoefiMHEeHWEe MOXHO YyCTaHaBNu-
BaTb B peXxuMe To4ka-touyka (point-to-point) mnum Tou-
Ka-MHorotouyka  (point-to-multipoint).JononHutens-
Hble HacTpPOWKU MO3BONANT 3adaTb TUM COEAUHEHUA:
L2overVPN wunu L3overVPN. lMoggepxunBaeTca BO3-
MOXHOCTb nepefaunm multicast Tpaduka uyepes
3awuueHHoe coeanHeHne. BHocuMble 3agepxku
npu wndpoBaHNM ceTeBOro Tpaduka CcoOCTaBnsAwT
He Gonee 15- 2 mc.

Hanwnune TOHKOro knueHta ans APM nop ynpasne-
Huem OC Windows n OC Linux nossongert pewaTb
3afjayn Cc  opraHumsauven yganeHHoro goctyna
K KOpnopaTUBHbIM pecypcamM ANns yAaneHHbIX COTPYA-
HUKOB M KNMWEHTOB KOMMNaHUMN.

MeXceTeBOi 3KpaH

Ona yctponcte 3 0 - 7 cepun MKC3 «Diamond
VPN/FW » nmeeT BCTPOEHHY0 PYyHKLMNIO MEXCeTeBOoro
3KpaHuMpoBaHuA. YCTPOWCTBO mnojpaepxusaeT BO3-
MOXHOCTb OAHOBPEMEHHON paboTbl B pexunme dunb-
Tpauuu ceTeBoro Tpaduka Ha ypoBHe L2 B pexume
KoMMmyTatopa “ Ha ypoBHe L3 B pexume mapupy-
Tnsatopa. lNoagepxmsaeTca BO3MOXHOCTb (unbTpa-
L1Kn ceteBOro Tpaduka no OCHOBHbLIM MOJNIAM CETEBOTO
nakeTa, dpunbTpaumMa no AOMEHHbIM MMeHaM, Mo pac-
nUcaHu, normposaHue npasun @uUNbTpauun, CUH-
XpoHM3auma npasun GunbTpaunun ¢ Apyrumun ycTpon-
cTBaMu, BO3MOXHOCTb arperauuu npasun dunbtpa-
LUun B Trpynnbl W co3gaHue npasun unibTpauum
c abcTpakumMaMmM pasnmMYyHON CIIOXHOCTW.

Cuctema ob6HapyxXeHuUn
M nNpenoTBpPalW,EeHUA BTOPKEHUM

Onga yctponctB n3 2 - 7 cepuint MKC3 «Dimond VPN/FW »
MMeeT BCTPOEHHbI MexaHW3M OOHapyXeHus u npe-
AoTBpalieHnsa BTopxeHui. CeTeBble nakeTbl moaBep-
ratoTcs rmybokomy aHanuay c Lenbio BbIABUTb pasnmny-
HOro poga aHomanuun B ceteBoM Tpaduke. Mpun geTtek-
TUPOBAHWKN CETEBON aTakm NN aHoManum NponcxoanT

MHOTropyHKULMOHANbHbBIN KOMNNEKC CETEeBOM 3aWmnThbl

Diamond VPN/FW

3axBaT nopo3puTenbHoro Tpadwuka, norupoBaHue
cobblTSs ®“ 3anucb nopo3puTenbHOro Tpaduka
B (popmaTe pcap. AkTuBHasa 6a3a npasBun cocTtaBnser
okono 20 000 curHaTyp, kOTOopasa BkMw4vaeT B cebs
npasuna Aana obHapyxeHua ddos aTak, TPOSAHCKUX
nporpamMm, aTak Ha CTaHAapTHble npoTokonbl (ssh,
telnet, http, ftp, dns, smb, smtp), brute force artak,
CKaHMpoOBaHMe ceTW, aTtaku Ha 6asbl JaHHbIX U 4.
MoonepxuBaeTcs BOZMOXHOCTb eXeHefeNbHbIX 06HOB-
NEeHUn C UeHTpanuM3oBaHHOIO cepBepa, HanucaHue
COOCTBEHHbIX NpaBuil.

OTKasoycTouMBOE peweHune

MKC3 «Diamond VPN/FW» no3sonfetr obecne4dyuTb
HenpepbIBHOCTb GM3Heca 3a cYeT pasfINyHbIX CLeHa-
pveB 0TKa3oyCTOMYUBOCTH.

OTKa30yCTOMUYUBDbIN KNnactep:

[JaHHBIN MexaHM3M OTKa3oyCTOMYMBOCTU MO3BONSAET
3ape3epBupoBaTb ceTeBOe YycTponcTso. [loggepxu-
BaeTcs pexum paboTbl Active-Backup. YcTpolicTtBo
B pexume Active ocyuectBnsetr obpaboTky ceteBoro
Tpaduka. YCTpocTBO B pexmme Backup Haxopgutcs
B pexume ropsdvero pesepBa. B cnyyae Bbixoga
M3 CTPOS OCHOBHOIO YyCTPOWCTBa MPOMCXOAUT aBTOMa-
TMYeCcKoe nepekyitoyeHne Ha pe3epBHOE YCTPOWCTBO
npaktuyeckn 6e3 pgerpagauum cepBuca AnA KOHeY-
HOro none3oBaTtens. MexaHU3M OTKa30yCTOMYMBOCTHU
No3BONAET OCYWecCTBNATbL TpacCUMpPOBKY OOBEKTOB:
ceTeBble MHTepdenchl n IP agpeca. Ha ocHOoBe gaHHbIX
MexaHn3mMa TpacCUPOBKW MOXHO ynpaBnATb COCTOSA-
HMEeM ycTponcTB B knacTtepe. [pu TpaccupoBke ceTte-
BOro nMHTepdenca MOXHO y4UTbiBaTb €ro NpUopuTeT.

NMNopapepXKa HECKONbKUX
cepBUC-NnpoBaiiaepos:

JaHHbIi MexaHu3M no3BonsieT paboTaTtb Ha OLHOM
ycTpoincTBe ¢ ABYyMS U Gonee cepBuc-npoBangepamu,
C BO3MOXHOCTbK 3ajaBaTb pasfu4yHble Ccnocobsbl
6anaHcupoBKkM: paBHOMepHasa GanaHcupoBka Tpadu-
Ka Mexay cepBuc-npoBangepamu, 6GanaHcupoBka
Tpaduka Mexay cepBuUc-npoBangepamuv B MNpoOLEH-
THOM COOTHOLIEHWUN, pe3epBUPOBaHME OCHOBHOTO
cepBuc-npoBangepa.

MNopapep)XKa aByx 6N0KOB NUTaHUA:

Hanvnyue gpononHutenbHoro 6noka NUTaHus B yCTpOn-
ctBax 5-7 n 10 cepuit no3sonsieT o6ecnevynTb BO3MOX-
HOCTb €ro MNoAKJIlYeHUs K pe3epBHOMY WCTOYHUKY
nuTaHna. B cnyyae OTKMNWYEHUA OCHOBHOW JUHUM,
YyCTPOWCTBO MNpPOAOIXKMT paboTtate Ha pe3epBHOWN,
BbIMOMNHAS BCe PyHKLUMM GesonacHocTu.

MoppepkKa pexuma bypass:

MexaHnam bypass pabotaetr Ha usnyeckoMm ypoBHe
M nos3BonsfeT nepeHanpaBuTb Tpaduk Ha p[gpyrue
ceTeBble WHTepdencbl npu MNOJIHOM OTKIYEHUN
YCTPOMWCTBO OT NUTAHUSA.

Mogpo6Haa nHdopMauus:
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YnpasneHune tpapumkom

MKC3 «Diamond VPN/FW» cepuu no3BonseTr OcCy-
WeCTBNATbL MAapKMPOBKY, MTpUopuUTE3aLNI0 U WENNUHT
ceTeBOro Tpaduka nNo pasnuyHbiM Kputepuam. Mexa-
HU3M MapKUPOBKM Npu obGpaboTKe ceTeBbiX MaKeToB
pobasnsaet cneunanbHyto metky DSCP. MNocne po6as-
NeHns MeTKM YCTPOWCTBO MOXeT OCyWecTBNATb
pasnuyHble MaHWNynAaAuUMM C MnakeTamMum Ha OCHOBe
YCTaHOBNEHHOW METKW.

MexaHnam npuopuTesauMm MNO3BONAET BblAENUTb
Hanbonee BaXxHbIn Ans obpaboTku ceTeBOW Tpaduk
M MOMECTUTb €r0 B NPUOPUTETHYI oyepenb obpabor-
kn. B npnoputetHon obpaboTke Tpaduka HyxpaTCs:
NOTOKOBblIE MyrnbTumeana-npunoxexHuu, VOIP n Buaeo-
KOH(bepeHUunn, KpUTUYECKM BaxHble ana OusHeca
cepBUCbI U NPUNOXeHUd. JaHHbIl MexaHW3M MNO03BO-
nsaeT cosfaTb HaAexXHyl cuctemy, kKotopas Oypet
KoppekTHO obpabaTtbiBaTb ceTeBOW TpadwuKk B 4achl
Hanbonbwen Harpysku Ha ceTb, MpefoCTaBnNAs BCEM
KnNMeHTaMm 3apaHee 3ajaHHbIN YpOBEHb CepBuUca.

MexaHn3m wennuHra Tpaduka No3BONAET OCyLlecT-
BUTb HACTPOWKY C nNpenocTaBleHUemM rapaHTupo-
BaHHOW MNoNoOCbl MpPOMNyCKaHus ANs 3aJaHHOro cep-
BUCA UNUN MPUMOXKEHUS, @ TaKXe OrpaHuyYnTb Mycop-
HblW Tpaduk, KOTOPbIK MOXEeT 3aHMMaTb MOMEe3HYo
nonocy NnponyckaHus.

MexaHun3am 3epkanupoBaHusa ceteBoro tpaduka (SPAN
nopT) no3songeT AybnupoBaTb BeCb Tpaduk Ha 3adaH-
HbI NOPT YCTPONCTBA ANg falibHENLWEro aHanmaa.

CoBpemMeHHbIi MapwpyTusaTtop

MKC3 «Diamond VPN/FW» nogaepXxuBaeT BO3MOX-
HOCTb paboTtaTb C MpoTOKOMaMum AWHaMUYEeCKON
Mapwpytudaunn RIP, OSPF, BGP, BFD, EIGRP
n apyrue. lNpoTokonbl AMHAMWYECKOW MapLlipyTmnsa-
LUKN NO3BONAIT 0OMeHMBATBCA MapLWpyTHON MHGOP-
Mauuen mexnay ceTeBbiIMM yCTpoMCTBamMu B aBToMa-
TUYECKOM pexume, 4TO ynpowaeT agMWUHUCTPMPOBA-
HWe ceTeBON WHMpPacTpykTypbl. [lpoTokonbl AuHa-
MUYECKON MapLwpyTM3auum NOMHOCTbIO COBMECTUMBbI
C aHanoramu p[pyrux npoussogutenen. YcTpomucTea
MKC3 «Diamond VPN/FW» no3BonstT NpOW3BOAUTL
obMeH MapwpyTHOW UWHMoOpMauuen He TONbKO
CO CTOPOHHUMW YCTPOWCTBaMM 4Yepe3 OTKPbITbie Ka-
Hanbl NepefayyM AaHHbIX, HO W Yepe3 3aluulieHHble
kaHanbl. MexaHuU3M paclWMpeHHOW MapLlpyTusaumm
nos3sonseTr cosgaBaTb UW30MMpPOBaHHble Tabnuubl
C MapLlWwpyTHON MHpOpMauuen n ynpasndTb CeTeBbIM
TpaukoM Ha OCHOBE pasfinyHbIX MapamMeTpos.
Kaxpaa u3 HesaBucuMbIX Tabnuuy MoxeT copepxaTb
nepecekatwwmnecs noacetn U ynpasnATb He3aBUCKU-
MblMWU cermeHTamu cetu. lNpu obpaboTke ceTeBOro
Tpaduka BO3ZMOXHO 3ajaHue OOMNOMHUTENbHbLIX YCNO-
BMN MaplpyTus3auuu: oTnpaBuTenb CeTeBOro nakeTa,
nonyyatenb CeTeBOro Mnaketa, BXOASAWMUN CceTeBOU
nHTEepdenc, ncxoaawmm ceTeBon nHTepdenc, 3Hade-
Hue nona TOS 1 3HaYeHUe BPEMEHHON METKMU.

MHOropyHKULNOHANbHbBIN KOMN/IEKC CETEBOM 3alWUTDI

Diamond VPN/FW

MoppepxuBaeTcs BO3MOXHOCTb CO3JaHWA He3aBu-
CUMbIX KOHTEKCTOB C MapwpyTHon nHpopmauunen VRF
(Virtual Routing and Forwarding instance), a Takxe
mexaHusm PBR (Policy Based Routing).

MopoepxnBaeTca BO3MOXHOCTb nocTpoeHns GRE
(Generic Routing Encapsulation) TyHHenen ans o6be-
OWHEHUs yaaneHHblIX CErMEeHTOB CeTU C BO3MOXHOC-
Tblo nepefaymn yeped GRE TyHHenb multicast Tpaduka.

MexaHnam NAT (Network Address Translation) TpaHc-
nsauusa ip agpecoB no3sonseTr npeobpasoBbiBaTth IP
ajpeca B CeTeBblX NakeTax. YCTPOWCTBO NOLAEPXMU-
BaeT cTatuydyeckunm NAT, auHamuyeckmn NAT, PAT,
Twice-NAT ¢ nogmeHol kak IP agpeca MCTOYHUKA,
Tak n |IP agpeca HasdHayeHua n mexaHu3m Port-Fora-
ward gns npobpoca ceTeBbiXx NOPTOB. TpaHcnAuuMsa ip
afpecoB NO3BONAeT pewaTb HECKONbKO 3ajav:
3KOHOMUSA afpecHOro npocTpaHCTBa W COKpblITUE
BHYTPEHHErO CTPOEHUS CETU..

DYHKUMU KOMMYTATOpa

MKC3 «Diamond VPN/FW» noppoepXuBaeT pexum
paboTbl Ha ypoBHe L2 cTaHAapTHON ceTeBOW MOAenu.
CeTeBoil Tpaduk, KOTOpbIM NpoxoaUT 4epe3 ceTe-
BOW WHTepdelnc B pexumme paboTel KoMMyTaTopa,
He yyacTByeT B npouecce maplpyTtusauum, a B ceTe-
BblX Maketax He npoucxogut noameHol MAC agpeca.
Ha ceTeBbix WHTepdencax B pexume L2 nogpep-
XunBaetcsa npoTtokon STP (Spanning tree protocol),
OTKpbITHIW cTaHgapT 802.1g, a Takke paboTtaetr mexa-
HU3M unbTpaLmu.

DononHunTtenbHble PYHKLUUMU

MKC3 «Diamond VPN/FW» noagepxuBaeT Gonblioe
KONMMYECTBO OOMOMHUTENbHbIX PYHKUUN U MeXaHU3-
MOB, KOTOpble ynpolwakwT ceTeBOe aaAMUHUCTPUPO-
BaHne. DHCP cepBep Ana aBTOMaTU4YECKOW Bbligayu
ceteBbix agpecoB, DHCP Relay, DHCP knueHT, NTP
KNWEeHT AnA CUHXpoHu3auuun spemeHu, SNMP npo-
TOKON ANs MOHWUTOPMHra YyCTPOWCTBA, NNaHUPOBLLUK
3agady, npotokon LACP pgnsa arperayumn ceTteBblX
nHTepdencos, Backup HacTpoek, npotokon Rsyslog
ONs oTnpaBKkW >XypHana cobblITUW Ha yaaneHHbIn
cepBep, poneBas MOAeNb ynpaBneHuns.

Moppo6Has uHdpopmMauumsa:
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OcHOBHblIe XapaKTepuctukm MKC3 «Diamond VPN/FW»

Knacc 3awutbl - 4

Knacc 3awuTsl
KC1, KC2 n KC3

HanmeHoBaHue M3 CcoB Ceptudukar CK3u Ceptudpukar
moayna cooTrBeTCcBUA cooTBeTcBuAa
®CTIK Poccumn ®CBb Poccum
MKC3 «Diamond B pexunme YpoBeHb ceTn Ne 4066 ot Pexum paboThbl CepTtudukat
VPN/FW» - 0-a KommyTaTopa/ Tun C 24.01.2019, L2overVPN/ COOTBETCTBUA
cepus MapLupytusatopa nencTBuUTEnNeH L3overVPN Per. Ne C®/124-3842
TunbuB Knacc sawutsbl - 4 0o 24.01.2024 o1 15.05.2020 r.

nencTBuUTeENeH

0o 15.05.2023r.,
Knacchbl 3awutbl KC1,
KC2 n KC3

CepTtudmkar

COOTBETCTBUS
Per. Ne C®/124-3843
o1 15.05.2020 r.
nencTeuTeneH

0o 15.05.2023r.,
Knacc 3awutbl KC1

Knacc 3awutbl - 4

Knacc 3awutbl
KC1, KC2 n KC3

MKC3 «Diamond B pexnme YpoBeHb ceTu Ne 4066 ot Pexum paboTbl CepTudumkat

VPN/FW» - 1-9 - KommyTaTopa/ Tun C 24.01.2019, L2overVPN/ COOTBETCTBUA

7-a cepumn MapLupyTumsaTopa nencTeuTeneH L3overVPN Per. Ne C®/124-3518
Tun A,buB Knacc sawutbl - 4 0o 24.01.2024 ot 08.11.2018 .

nencTeuTeneH
no 08.11.2021r.,
Knacc 3awutbl KC3;

CepTudmkar

COOTBETCTBMSA
Per. Ne C®/124-3645
oT 12.03.2019 .
nencTeuTeneH

0o 12.03.2022r.,
Knacc 3awuTbl

KC1 n KC2;

MKC3 «Diamond

VPN/FW» - 10-9
cepust

Pexum paboThbl

L2overVPN

Knacc 3awutbl
KC1, KC2 n KC3

Per. No C®/124-3738

oT 26.08.2019 .
oencTeutTeneH

0o 26.08.2022 .,
Knacc 3awutbl KC1;
Per. Ne C®/124-3739
oT 26.08.2019 .
noencTeutTeneH

0o 26.08.2022 .,
Knacc 3awutbl KC2;
Per. Ne C®/124-3740
oT 26.08.2019 .
noencTeutTeneH

0o 26.08.2022 .,
Knacc 3awutel KC3

Moppo6Haa nHpopMaLma:
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Diamond VPN/FW

nHpopMaLmoHHas esonacHocTb

TexXHMUYeEeCKME XaPAaKTEPUCTUKU MmOoJeNnbHOTo paAaa
MmeXceTeBbiIX 9KpaHOB

HanmeHoBaHue Tun nopros Ckopoctb M3 NamaTtb
cpepcrea
MKC3 «Diamond 3 x RJ45 GbE LAN ports, 1 no 50 Méwurt/c no2rlb
VPN/FW» 0-5 cepus x USB 3.0,

1xUSB 2.0,

1 x HDMI port,

1 x 8P8C (kOHCOrMbHbIN NOPT)

MKC3 «Diamond 3 x RJ45 GbE LAN ports, 1 0o 300 MéuTt/c no4rb
VPN/FW» 1011 x USB 3.0,

1xUSB 2.0,

1 x HDMI port,

1 x 8P8C (kOHCOrMbHbIN NOPT)

MKC3 «Diamond 5 x RJ45 GbE LAN, 0o 800 MéuTt/c no4rb
VPN/FW» 2111 1 pair LAN Bypass,
2 x USB 2.0,

1 x 8P8C (kOHCOrMbHbIN NOPT)

MKC3 «Diamond 6 x RJ45 GbE LAN ports , 2 no 600 Méut/c no 8Tb
VPN/FW» 3101 pairs LAN Bypass,
2 x USB 2.0,

1 x 8P8C (KOHCOrMbHbIN MOPT)

MKC3 «Diamond 6 x RJ45 GbE LAN ports, 2 no 1800 Méwut/c no 16 '
VPN/FW» 4101 x USB 2.0,

1 x 8P8C (koHCOMbHbIN NopT), 1
ceTeBOW MOAynNb:

- 8 x RJ45 GbE,

- 8 x SFP GbE,

-2 x10 Gb SFP+,

-4 x10 Gb SFP+,

-2 x40 Gb QSFP+

MKC3 «Diamond 6 x RJ45 GbE LAN ports, 3 no 2200 Méut/c no 16 'b
VPN/FW» 4105 pairs LAN Bypass,
2 x USB 2.0,

1 x 8P8C (koHCOMbHbIN NopT), 1
ceTeBOW MOAynb:

- 8 x RJ45 GbE,

- 8 x SFP GbE,

-2x10 Gb SFP+,

-4 x 10 Gb SFP+,

-2 x40 Gb QSFP+

MKC3 «Diamond 2 x RJ45 GbE MGMT ports, no 4200 MéuT/c no32T7b
VPN/FW» 5201 12 x RJ45 GbE LAN ports, 5

pairs LAN Bypass,

2 x USB 3.0,

1 x 8P8C (koHCOMbHbIN NOPT), 2
ceTeBbIX MOAYNS:

- 4 x RJ45 GbE,

- 8 x RJ45 GbE,

- 4 x SPF GbE,

Moppo6Hasa uHdpopmMauumsa:
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Iabalit

nHGopMaLMOHHaA be3onacHoCTb

MHOropyHKLMOHANbHbIN KOMNAEKC CETEeBOW 3aLuUThl

Diamond VPN/FW

HaumeHoBaHue
cpepcTBa

Tun noptos

Ckopoctb M3 MamaTtb

- 8 X SPF GbE,

- 2x10 Gb SFP+,
-4 x10 Gb SPF+,
- 2x40 Gb QSFP

MKC3 «Diamond
VPN/FW» 5211

2 x RJ45 GbE MGMT ports,
12 x RJ45 GbE LAN ports, 5
pairs LAN Bypass,

2 x USB 3.0,

1 x 8P8C (kOHCOMbHbBIN NOPT), 2
ceTeBbIX MOAYMSA:

- 4 x RJ45 GbE,

- 8 x RJ45 GbE,

- 4 X SPF GbE,

- 8 X SPF GbE,

- 2x 10 Gb SFP+,

-4 x10 Gb SPF+,

-2 x40 Gb QSFP

no 5500 MéuTt/c no32rb

MKC3 «Diamond
VPN/FW» 5221

2 x RJ45 GbE MGMT ports,
12 x RJ45 GbE LAN ports, 5
pairs LAN Bypass,

2 x USB 3.0,

1 x 8P8C (KOHCOMbHbBIN NOPT), 2
ceTeBbIX MOAYNS:

- 4 x RJ45 GDE,

- 8 x RJ45 GbE,

- 4 x SPF GbE,

- 8 X SPF GbE,

- 2x10 Gb SFP+,

-4 x10 Gb SPF+,

- 2 x40 Gb QSFP

0o 6500 M6uTt/c no32rlb

MKC3 «Diamond
VPN/FW» 6101

1x RJ45 GbE LAN,
2 x USB 2.0,

1 x 8P8C (koHCOMbHBIN NopT), 4
ceTeBbIX MOAYMSA:
- 4 x RJ45 GbE,

- 8 x RJ45 GbE,

- 4 X SPF GbE,

- 8 X SPF GbE,

- 2x 10 Gb SFP+,
-4 x10 Gb SPF+,
- 8 x 10 Gb SPF+,
-2 x40 Gb QSFP

no 8500 Moéut/c no 64 rIb

MKCS3 «Diamond
VPN/FW» 7101

1x RJ45 GbE LAN,
2 x USB 2.0,

1 x 8P8C (kOHCOMbHbIN NopT) 4
ceTeBbIX MOAYMS:
- 4 x RJ45 GbE,

- 8 Xx RJ45 GbE,

- 4 X SPF GbE,

- 8 X SPF GbE,

- 2x10 Gb SFP+,
- 4 x 10 Gb SPF+,
- 8 x 10 Gb SPF+,
-2 x40 Gb QSFP

no 11500 Méut/c no 64 rb
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Iabalit

nHpopMaLmoHHas esonacHocTb
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MHOropyHKLNOHANbHbIN KOMN/IEKC CETEBOM 3alWUTDI

Diamond VPN/FW

HanmeHoBaHue
cpeacTBa

Tun nopTtoB

Ckopoctb M3

NamaTb

- 4 x RJ45 GbE,

- 8 x RJ45 GbE,

- 4 x SPF GbE,

- 8 X SPF GbE,
-2 x 10 Gb SFP+,
-4 x 10 Gb SPF+,
- 8 x 10 Gb SPF+,
- 2 x40 Gb QSFP

MKC3 «Diamond
VPN/FW» 7141

1x RJ45 GbE LAN,
2x USB 2.0,

1 x 8P8C (koHCOMbHbBIN NopT) 4
ceTeBbIX MOAYNS:
- 4 x RJ45 GbE,

- 8 x RJ45 GbE,

- 4 x SPF GbE,

- 8 X SPF GbE,

- 2x10 Gb SFP+,
-4 x 10 Gb SPF+,
- 8 x 10 Gb SPF+,
- 2 x40 Gb QSFP

0o 35000 M6uTt/c

no 64 Tb

MKC3 «Diamond
VPN/FW» 7151

1x RJ45 GbE LAN,
2 x USB 2.0,

1 x 8P8C (KOHCOMbHbIN NOPT) 4
ceTeBbIX MOOYNSA:
- 4 x RJ45 GbE,

- 8 x RJ45 GbE,

- 4 x SPF GbE,

- 8 x SPF GbE,

- 2x10 Gb SFP+,
-4 x 10 Gb SPF+,
- 8x10 Gb SPF+,
-2 x40 Gb QSFP

0o 35000 M6uTt/c

no 12816

TeXHUUYeEeCKMeXxapaKTepwu
N/FW» -CK3U (L2overVP

ctTukumogenbHoropagaMKC3«DiamondVP
N/L3overVPN)

Pasmep 1011 2111 3101 4101 4105 5201 5211 5221 6101 7101 7141 7141
nakeros
64 10 29 13 25 70 184 239 2440 424 1319 2266 2300
128 18 58 24 47 130 348 451 824 795 2223 3820 4400
256 32 108 43 86 254 644 830 1496 1443 3985 6846 8200
512 56 194 78 155 462 1114 1460 2720 2624 7500 12886 14400
1024 98 304 130 257 756 1768 2324 4360 4207 8603 14779 | 23400
1500 105 408 156 311 938 2160 2856 5420 5229 8782 15089 | 29400
4000 160 576 224 453 1410 3200 4286 8340 8047 8900 15100 43500
9000 190 638 256 517 1602 3520 4790 9600 9263 9015 15490 48100
i_mix 40 138 58 113 320 776 1016 1890 1823 4850 8300 10200
Bawntel | M6ut/c | MBut/c | MBut/c | M6ut/c | MBut/c | M6uT/c | Mbut/c | Mbut/c Méwut/c | MbuTt/c Méwut/c | M6ut/c

+7 (495) 108-
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MHPOPMaLMOHHaA HEe30MacHOCTb
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KoHTakTHasga nHdopmMauumngd

OO0 «Inoban AnTun»

NHH — 7743861490

Kl — 504701001

Anpec: 141734, MO, r. JlobHsg,
TekctunbHaga yn, g. 1, atax 3, nomety. 70
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