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LleHTpann3oBaHHbIN KOMMIEKC ANSA 3alUTbl CETEBON MHPPACTPYKTYpPbl U CO30aHUS
VPN-ceTem c ncnonb3zosaHueM anropmtmoB FOCT. KoMnnekc npegHa3Ha4vyeH ang peweHus
TaKuUX 3agay, Kak 3awmTa nepumeTpa cetu, o6begnHeHne punnanos opraHmsaumnm

B BUpTYarnbHYylo YacTHylo ceTb (VPN), o6ecneueHmne 3almeHHoro yaganeHHoro gocryna

M o6Hapy>XeHne BTOPXXEHUMN.

KnioueBbie npenMyLlecTBa

= LleHTpan“soBaHHOe ynpasreHne y3fnamm cetu,
HacTporKaMn MapLpyTusaumm, npasmnamm
punbTpaumn Tpapuka, L2 n L3 VPN-cetamum
M Kpuntorpapuyeckmmm Knovamm

m  KOHTpPOsb CeTeBbIX MPUNOXEHUN

®  Arperaums ceteBbiX MHTepdencos (nogaoepxka
npoTtokona 802.2ad)

= MOHUTOPWHI B PEXUME peasnibHOro BpeMeHn
= JKcnopT cobbiTuii B SIEM-cuctemy
= OTKa30yCTOMYMBOCTb CEPBEPOB yrNpaBieHns

= PeXuM KknacTepa BbICOKOW JOCTYMHOCTU
C aBTOMaTUUYeCKOM CUHXPOHU3aLMnen KOHOUrypaumnn
3M1eMEeHTOB KNlacTepa A5 KPUNTOoLNio3a
N KPUNTOKOMMYyTaTOpPa

= AnnapaTHble NNaTPopMsl, BbiNycKaeMble
Ha TeppuTopumn PO (TOPM)

CeptudpuumposaH ®CTIK Poccum no 3 knaccy
3aLLMLLEHHOCTN MEXCETEBBIX 9KPAHOB TUMNa «A», Mo 3 Knaccy
3awmTbl COB ypoBHS ceTu 1 Mo 3 YPOBHIO AOBEPUS.

CeptudpuumposaH ®CB Poccum Ha cooTBETCTBUNE
TpeboBaHNAM K cpeacTBaM KpUnTorpapuyeckom 3awmThbl
nHbopmMaumm knacca KC3 n MexceTeBbIM aKpaHaM 4 Knacca.
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AocTynHble MogudpuKauum

KpunTtowno3s (KLL)
KpuntokommyTaTop (KK)

LleHTp ynpasneHus cetbio (LLYC)
CepBep goctyna (CO)

[eTtekTop aTak (OA)

MpounsBoanTenbHOCTb
CKopocCTb (Mé6uT/c)
KL (MexceTeBon aKpaH) 0o 1200
KL (VPN) no 350
KK oo 350
OA 0o 200
MoaknioyeHnsa (YcTpoucTtBa)
LLYC (tTononorunsa 3se3pga) no 70 Kl
LLYC (tononorusa full mesh) 0o 20 KL
ca 0o 50 KoHTUHeHT Al
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KnioueBble ceTeBble BO3SMOXXHOCTU

Moppepxka IPv6
Mopnepxka pexnma Multi-WAN

PesepBupoBaHue
= WAN-kaHana
= VPN-kaHana

PexxnM 6anaHCMpPOBKU OTKPBLITOro Tpaduka Mexay
WAN-noptamun

MapLpyTu3aums Ha OCHOBE NONUTUK Yepes pa3Hble
WAN-nHTepdeinchl

I'IO.D.JJGp)KKa NMpPOTOKONOB ,D,MHaMI/I'-{eCKOVI MapuwpyTmnsaunm
= RIP
m OSPF
= BGP

MpuopunTtnsaunsa Tpadpuka (QoS)
= 3aWmTa OT Neperpys3ok
= ynpaBneHne oyepsaaaMm
® nepeHoc nonen ToS

Knaccudukauma Tpaduka
® [0 32 KflaccoB

TexHuyeckue XapaTepnuctmkKkumn

®dopM-dakTop
= Mini-ITX

YXecTkunii gnuck
m SSD SATAM.264Tb

Bnok nutaHus
= BHelHWn agantep 12 B, 36 BT

TeMnepaTypHbIA PeXxxXxnm
= 0o7-5°Cpo40°C

JonycTnMas oTHOCUTENbHAs BaXHOCTb
m 0T 0% no 80%

[onycTtnmoe atMochepHoe faBneHme
m 0T84 no 107 kMa

CpepHee BpeMsa HapaboTKM Ha 0TKas
= 50000 vyacos

FabapuTHble pasmepbl (MM)
= 140x180x 45

Bec (kr)
1
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YnpasneHue Tpapukom
= pesepBMpoOBaHuE
= OrpaHu4eHue Nosochl NponyckaHusa Tpapuka

Mopnoepxxka TexHonorum VLAN (IEEE802.1Q)
Mopnoepxxka LACP

Mopnepxkka TexHonorum NAT
= Source NAT
= Destination NAT
= Bidirectional NAT

BcTpoeHHbI cepBep IP-appecoB
= DHCP-cepBep ¢ nogaep>xKon HaCTPONKN
provisioning server
= DHCP-relay

PexxnM 3epkanunposaHusa Tpapuka
= HacTpauBaeMblin SPAN-nopT

Bo3MoXHOCTb paboTaTh C BUPTYanbHbIMK [P-agpecamMu
m  NAT-TpaHcnsaumsa BHyTpu VPN

Moppepxxka Jumbo frame (MTU go 9 000 6anT)

O6LLee KONMYecTBO CETEBLIX NHTEPPENCOB
= 5x Gigabit Ethernet

NHTepdercol RJ45 (Megb UTP)
= 4x 1000BASE-T RJ45

MHTepdencel SFP (onTuyeckue)
= 1x1G SFP

MopkntoveHue BHewHero 3G USB MogeMa
= Huawei (E3372) (Bepcus npowmeku 22.323.01.00.143)
m ZTE MF823D (Bepcus npowmnekn PCW_COMRUSMF-
82DV1.0.0B01)

MopT RS232 ponsa nogknioveHus Dial-UP mogeMa
= HeT

USB nopTbl
= 2xUSB2.0

[pyrve nHtepdencsl
= 1x COM nopt RJ45
= 1x nopT c pazbeMoM RJ12 onga nogkno4eHns
cunTbiBaTeNs iButton
= 1x VGA pna MmoHuTtopa (D-Sub)
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